Configuring the Windows 10 Wireless Client
Before you begin:
The instructions assume a standard Windows 10 installation. If you have customized your
settings, your computer may look different.

IT Services is available from 8:00am to 6:00pm, Monday through Friday if you have additional
support needs.

Configuration Steps:
1. In the task bar, bottom right of the screen, click on the signal bars.
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2. Click on the Network Settings icon
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3. Click on the Network and Sharing Center icon
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4. Click on Set up a New Connection or Network

:.‘: Network and Sharing Center

T :.,:- » Control Panel » MNetwork and Internet » Network and Sharing Center

Contral Panel Home

Change adapter settings Wiew your active networks

Change advanced sharing

settings Change your networking settings
‘|'.L£. Set up 3 new connection or network €=
. Set up a breadband, dial-up, or VPN connection; or set up a router or access point.
Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information,
See also
HomeGroup

Internet Options

Windows Firewall

5. Select Manually Connect to a Wireless Network. Click Next.

? Set Up a Connection or Network

Choose a connection option

View your basic network information and set up connections

You are currently not connected to any networks,

Connect to the Internet
Set up a broadband or dial-up connection to the Internet,

{4 Setup a new network
<ag, Setup a new router or access point.

ﬁi Manually connect to a wireless network <
=gl Connect to a hidden network or create a new wireless profile

I Connect to a workplace

s Set up a dial-up or VPN connection to your workplace.

| Next |

Cancel
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6. Type in students for the Network Name. Select WPA2-Enterprise using the drop down
menu for the Security Type. Select AES using the drop down menu for Encryption Type.
Click on Next.

& Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: | students |<_
Security type: WPA2-Enterprise v | —
Encryption type: AES ———
Security Key: Hide characters

Start this connection automatically

[ Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk,




7. Click on Change Connection Settings.

- *
¥ Manually connect to a wireless network
Successfully added students
— Change connection settings
Open the connection properties so that | can change the settings.
Close

8. Click on the Security tab and click on the Settings button next to Protected EAP(PEAP)



students Wireless Network Properties x

Connection Security <

Security type: WPA2-Enterprise e

Encryplion type: AES ot

Choose a network authentication method:
Microsoft: Protected EAP (PEAF) e Settings <——

[ ]Remember my credentials for this connection each
time I'm logged on

Advanced settings

Cancel

Uncheck the box labeled Verify the server’s identity by validating the certificate Click
on Configure (Next to Secured Password (EAP-MSCHAP v2)).



Protected EAP Properties x

\When connecting:

[ ] verify the server's identity by validating the certificate

Connect to these servers (examples:srv 1;srv 2y, *\srv 3\, com):

Trusted Rook Certification Authaorities:

M) 2ddTrust External CA Root ~

[ ] Baltimore CyberTrust Root

[] Class 3 Public Primary Certification Authority

[] DigiCert Assured ID Root CA

[] GeaTrust Global CA

[] GlobalSign Root CA

[ ] GTE CyberTrust Global Root W
L4 >

Motifications before connecting:

Tell user if the server name or root certificate isn't spedfied

Select Authentication Method:

Secured password (EAP-MSCHAP v2) w Configure.., <——
Enable Fast Reconnect
[ ] Disconnect if server does not present cryptobinding TLV
[]Enable Identity Privacy

Concel

10. Uncheck the box Automatically use my Windows logon name and password (and
domain if any). Then click OK.



EAP MSCHAPvV2 Properties X

When connecting:

\D Automatically use my Windows logon name and
password (and domain i any).

11. Click OK in the Protected EAP Properties window.
12. Click OK in the Wireless network properties window.
13. Click Close in the Manually connect to a wireless network window.

14. When the Windows security window pops up, enter you Blue Ridge user name and
password. Click OK.

Windows Security et
Signin
| Uszer name |
| Paszword |
Domain:
Cancel




15. Click on the signal bars on the bottom right of the screen to verify you have connected to
the students network successfully.
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