Configuring the Windows Vista Wireless Client

Before you begin:
The instructions assume a standard Vista installation. If you have customized your settings, your
computer may look different.

Windows Vista Service Pack 1 is required. If you have purchased your computer recently or if
you have Automatic Updates scheduled, you will have Service Pack 1. If you are uncertain,
Click on the START button and right click on Computer. Click on Properties. Under the
Windows edition, you should see the words "Service Pack 1". If you need SP1, run Windows
Update (Start button --> All Programs --> Windows Update).

IT Services is available 8:00-4:00 Monday through Friday if you have additional support needs.

Configuration Steps:
1. Click on Start. Select Connect To.




2. Click on Set up a connection or network

Disconnect or connect to another network

Show |All -

students Security-enabled network

Unnamed Metwork Security-enabled network

bocc_wlan Security-enabled network

Set up @ connection or network
Open Metwork and Sharing Center

I Dizconnect I[ Cancel




3. Select Manually connect to a wireless network. Click on Next.

Choose a connection option

Connect to the Intemet
Set up a wireless, broadband, or dial-up connection to the Internet.

Set up a wireless router or access point
Set up a new wireless network for your home or small business.

Set up & wireless ad hoc (computer-to-computer) network
Set up a temporary network for sharing files or an Internet connection.

Set up a dial-up connection
Connect through & dial-up connection to the Internet. b
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4. Type in students for the Network name. Select WPA2-Enterprise using the drop down
menu for the Security type. Select AES using the drop down menu for Encryption type. Click
on Next.

Enter information for the wireless network you want to add

Metwork name: students

Security type: [WPAZ- Enterprise w7 ]

Encryption type: [AES - ]

Security Key/Passphrase: | | [ Display characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer’s privacy might be at risk.

l M ext I[ Cancel




5. Click on Change connection settings.

Successfully added registration

* Connect to..
Open the "Connect to a network” dialog so I can connect.

% Change connection settings P —
Open the connection properties so that I can change the settings.




6. Click on the Security tab and click on the Settings button next to Protected EAP (PEAP).

Choose a network authentication method:

Protected EAP (PEAP) v settings... |
@cwnmhmﬁmform:m
to this network
&




7. Uncheck the box labeled Validate server certificate. Click on Configure next to Secured
password (EAP-MSCHAP v2).

Protected EAP Properties

When connecting:
i  Validate server certificate

h Connect to these servers

B
|| GTE CyberTrust Global Root

[ Mcrosoft Root Authority

| Microsoft Root Certificate Authority

["] Thawte Timestamping CA

not prampt user to authorize new servers or trusted

Select Authentication Method:

|Seaed password (EAPMSCHAP v2) v

[V Enable Fast Reconnect
|| Enable Quarantine checks
[7] Disconnect If server does not present aryptobinding TLY

oK || cancel |

J

8. Uncheck the box Automatically use my Windows logon name and password (and domain
if any). Then click OK.

" EAP MSCHAPY2 Properties ==

When connecting:

A Automatically use my Windows logon name and
password (and domain if any).
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9. Click OK in the Protected EAP Properties window.



10. Click OK in the Wireless network properties window.

11. Click Close in the Manually connect to a wireless network window.

12. Now, when your computer is in range of the Blue Ridge CTC network, you will see the
balloon shown below pop up from the system tray. Click in the balloon.

Ak Additional inforn];%tion is required to connect to registration.
"= Click to provide additi

al information and connect
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13. When the Enter Credentials box appears, Enter your Blue Ridge User name and
password. Leave the Logon domain box blank. Click OK.

Enter Credentials

User name:

username ]

|
Password: | ssscscse l
|

Logon domain:

[ OK ] [ Cancel ]




14. Place the cursor over the Network Connection icon in the system tray (bottom right corner).
A balloon will pop up verifying you have connected to the student wireless network.



